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Why Not All Disaster Recovery 
Appliances Are the Same
Beware of  “Fake” Appliances



© 201  Quorum, Inc. All Rights Reserved  |  www.quorum. 2

Introduction
Many disaster recovery solutions, including those from Axcient, Datto, Zenith and Unitrends, often 
categorize themselves as turnkey “appliances,” touting ease of use and fully automated capabilities. Yet, 
not all of these solutions fit the true definition of an appliance and are apt to cause frustration when 
claims of simplicity do not match reality.The definition of an appliance, according to Merriam-Webster 
dictionary, is:

ap•pli•ance (noun): an instrument or device designed for a particular use or function.

A true recovery appliance is designed for ease of installation and operation. Both the hardware and 
software technologies should be pre-integrated so that it can be plugged into a network and begin 
working almost immediately with little effort and minimal expertise needed. In a nutshell, an appliance 
should be a turnkey, all-in-one solution that integrates everything needed to protect and quickly recover 
data in the event of a disaster, making it simple for virtually anyone in the company to operate. In other 
words, it should just plain work!

Many small and mid-sized companies find appliances appealing because they don’t have the in-house IT 
staff to operate and maintain an enterprise-class solution that is costly and complex to manage.

While the idea of an easy to use, turnkey appliance is appealing, not all appliances are the same.  If you’re 
looking for a simple and foolproof disaster recovery solution, here are five key questions to ask your 
recovery vendor. 

 

#1 – How easy is setup, operation & maintenance? Can I just plug it in and let it run?

Many appliance-based recovery solutions are not as easy to operate and maintain as they claim. Set-up, 
for example, is not always “plug and play” and may require you to manually install software, configure the 
system, and be responsible for ongoing software upgrades/patches for the life of the system. Find out 
what steps are required before your system is fully functional, since installation time should be measured 
in minutes or hours, not days or weeks. 

#1  How easy is setup, operation & maintenance? Can I just plug it in and let it run? 

#2  Is the appliance completely integrated and automated in order to minimize my     

   

       time and risk? 

#3  How easy is it to test my disaster recovery plan so that I know  will ??

?Five Questions to Ask your Recovery Vendor

       when I need it most? 

#4  How easy is it to recover my server, storage or entire site if a disaster occurs? 

#5  What “hidden” costs should I be aware of?
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#2 - Is the appliance completely integrated and automated in order to minimize my time and risk?

Some vendors bundle their technology with other third-party software and hardware and call this an 
appliance. In reality, these vendors should be considered integrators as they don’t actually own any of 
the intellectual property.

Make sure you understand who owns the technology behind the recovery solution you’re evaluating.  Is 
the vendor more of an integrator versus a developer of software technologies? A true appliance provides 
the peace of mind that you have “one throat to choke” should something go wrong. For example, who do 
you call if you have an issue with the operating system? What if there’s a problem with the deduplication 
software? Or what if it’s a server hardware problem? Your recovery vendor should stand behind you 
regardless of the problem and be able to quickly resolve any situation - without pointing fingers.

In addition, beware of companies with a singular technology focus, since we’ve seen many vendors 
in this space be acquired time and time again, requiring customers to migrate to completely different 
solutions each time and reseed their backup data to the cloud. 

#3 – How easy is it to test my disaster recovery plan so that I know  will work when I need it most?

Testing at least once per month is important to comply with regulatory standards or to simply have the 
peace of mind that your disaster recovery system will work when you need it most. A recent study1 found 
that only 16 percent of companies test their disaster recovery plan each month, with over half testing 
just once or twice per year, if ever. Adding to the concern, almost one-third of tests resulted in failure.

Most companies don’t test their systems as often as they should because it typically requires after-hours 
time, additional equipment and manpower to complete. Having a well-defined DR plan is of no value 
unless businesses are confident their systems will . 

Ask your recovery vendor if they charge for recovery since this could discourage regularly 
scheduled testing.

Ask your recovery vendor how long it will take to conduct realistic testing. For example, many solutions 
take a long time to spin up virtual machines, so make sure you understand how quickly your virtualized 
instance of your server can be spun-up.

Is the solution easy enough to use so that your newly hired IT professional can quickly handle the 
situation? You also don’t want to impact your production environment during testing, so ask if you can 
isolate testing from your production network if both are on the same LAN. 

#4 - How easy is it to recover my server, storage or entire site if a disaster occurs?

Not all recovery vendors employ the fundamental technology that allows for instant (i.e., minutes, not 
hour or days) recovery. Ask if your vendor is continuously building recovery nodes, since there will be 
a significant delay if this needs to be built manually during the recovery process. Ask how many virtual 
machines you can have concurrently running.  While some vendors claim “unlimited servers,” issues may 
result if the number of recovery nodes exceeds 10-18, especially if there’s not enough processing power.

Finally, check to see if the recovery node can run inside of the same appliance. This is an important 
consideration since many vendors store backup in the cloud and require spare servers to export the 
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recovery nodes to in the event of a disaster. This results in incremental costs and hassle. The best way to 
understand what’s involved is to ask your recovery vendor to demonstrate an actual recovery scenario. 

#5 – What “hidden” costs should I be aware of?

Make sure you calculate the lifetime costs associated with your recovery solution. Since many vendors 
charge by the gigabyte, ask your vendor what the monthly fees will be based on current and projected 
data volumes. Calculate the costs associated with regular testing of your recovery solution if self-tests 
aren’t automated, since realistic testing often involves after-hours time, additional equipment and 
manpower to complete. Finally, calculate the cost of downtime should systems fail and recovery is not 
immediate. In a recent study2, downtime cost SMBs a median of $12,500 per day. It costs small businesses 
a median of $3,000 per day and medium businesses a median of $23,000 per day.

Quorum onQ – A “True” Appliance
The onQ Site Recovery appliance fits the true definition of an appliance, since it was designed specifically 
to deliver easy, fast and reliable business recovery at a . 

Set-up, Operation and Maintenance

The onQ turnkey appliance can be easily installed via the remote or telephone-based QuickStart process 
and ongoing operation and maintenance is simple, since onQ provides consolidated patching and 
upgrading. Simply push a button and the system updates itself, with no manual installation required. 

“onQ is disaster recovery-in-a-box. onQ is as simple as it claims to be and, more importantly, 
it works!”  

- Lincoln Paper & Tissue

Fully Integrated and Automated 

With the onQ solution, everything you need for a complete site recovery solution is pre- integrated – 
including replication, deduplication, snapshots & continual virtualization – into an easy-to-use appliance, 
“shielding” you from complexity and making operation one-click simple.

onQ allows for fully automated backups (RPO as low as 15 minutes), and recovery from a server, storage 
or complete site failure is quick and easy with One-Click Recovery™. onQ also sends out “health checks” 
each night, providing the status of back-ups and self-tests to proactively alert you if there’s an issue. 

Test Anytime

onQ is the only solution that offers “one-click” automated self-tests, allowing you to easily test every day 
to prove that your disaster recovery plan . 

“onQ lets us easily and regularly test our systems using only the appliance – previously, we had 
no way of efficiently testing our Windows servers.” 

- Georgetown Savings Bank
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Instant Recovery

onQ™ provides everything you need for immediate One-Click Recovery™ of all your critical systems after 
any storage, system or site failure. It does this by automatically maintaining up-to-date, ready-to-run 
virtual machine clones of your systems that can run right on the appliance, transparently taking over for 
failed servers within minutes. 

“A turnkey solution for disaster recovery that doesn’t require IT to operate. Simply click a button 
and watch it run.” 

- First National Bank

No Hidden Costs

With onQ, you get everything you need for instant recovery in a turnkey, affordable solution. You are not 
charged by the amount of data your business uses and there are no per GB fees ever. 

“We weren’t planning on spending money, but we thought ‘if we don’t do this, we’ll end up 
wasting money.’ Our job is to find the best, most efficient way to do business, and we’ve done this 
in a smart and dramatically cost-effective way.” 

- National Governors Association

1Symantec 2010 Disaster Recovery Study - Global: November 2010
2Symantec 2011 SMB Disaster Preparedness Survey – Global Results, January 2011


