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Ransomware Protection 

Over the last few months, we are seeing the following headlines on a more frequent basis.  

“Kmart’s Troubles Worsen As Struggling Retailer Falls Victim To Ransomware” 

“Ransomware attack cripples Vancouver public transportation agency” 

At Quorum we are also seeing an increasing number of ransomware attacks among our customers.    

If not prepared in advance these can be very costly to your Company; both in lost business and the effort to recover.  

Fortunately, there are ways to combat these attacks with minimal disruption.   The key is to think ahead and be 

prepared.  

Quorum offers a solution which allows you to rest peacefully knowing you are protected.  

How does it work? 

The Quorum appliance connects to your network and takes snapshots of your production servers. These 

snapshots are used to create and keep up to date, virtual machine images that can be used in the event of any 

type of outage; in this case a ransomware attack.  Snapshots can be taken as frequently as every 15 minutes.  

They are then encrypted both in transit and at rest once saved to your Quorum onQ.  This can be either direct 

to cloud or an appliance that is kept separate from your production servers, hypervisors and infrastructure, 

which are typically the targets of the ransomware attack.    

 

Each snapshot is automatically tested to be sure it will function in the event of an outage. 

What if I’m infected? 

In the case of a Ransomware infection, this is where the onQ can really help! After the  IT team isolates the 

affected system to prevent the spread of the infection. Then onQ can be leveraged find the last known good 

snapshot, prior to detecting ransomware, and select it from the onQ and spin up that uninfected version. 

Once fully booted, the Quorum Appliance becomes your production server and is ready to take over for the 

failed server, until you can plan a failback at a more suitable time. 

 

About Quorum: Quorum provides Data Protection solutions helping businesses worldwide to protect their mission-critical data with an all-

in-one, easy-to-use, 1-click backup and instant recovery solution. Our onQ product provides backup, recovery and storage replication of your 

mission-critical data after any storage, system or site failure. Regardless of which deployment environment is selected for your business, 

Quorum protects mission-critical data under any circumstance and threat. Quorum is modern-day data protection for your business, serving 

customers worldwide, with offices in the US, UK and business affiliates with offices in South Korea and the UAE. To learn more, visit us at 

www.quorum.com. 
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DATA 

Over the past 2 years, we have had 3 Ransomware attacks, mostly caused by 

employees opening documents with infected 

attachments that looked legitimate. We were able to isolate and 

recover the infected servers in a matter of minutes. I can honestly say, 

without Quorum, we would not be in business today. 

Confidential Oil and Gas Client 

Your backups are protected 

Quorum has taken several steps to ensure your snapshots are safe and secure. First, the onQ does not share
any connections to your production network beyond the cable connecting it. The onQ does not rely on
Active Directory, or DNS in order to function. by minimizing these and other attack vectors, the onQ is far
less likely to be targeted by a Ransomware attack. Second, onQ also runs a hardened Linux operating
system, reducing all security vulnerabilities to an absolute minimum, and further protect it. Finally, all
snapshot data is encrypted in motion and at rest, which means previous snapshots cannot be infected,
ensuring customers will have an uncompromised snapshot for recovery.

How Quorum Protects Your Business 


