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Mention "The Cloud" to almost anyone and they will nod knowingly. Cloud 
computing has transformed the world of IT in recent years, becoming a 
ubiquitous theme in the hunt for new ways to reduce costs, accelerate 
performance and offer convenience in an increasingly mobile world. Even 
end users who can’t define a hypervisor or file extension have a basic 
understanding of the cloud.

Yet while SaaS apps play a rising role in most IT departments, some 
organizations have been slow to catch up with the cloud revolution in one 
area—backup and disaster recovery. In some cases, that delay reflects a 
somewhat dismissive attitude toward DR in which many IT leaders consider 
it a lower priority than other tech pursuits. Other leaders look upon new DR 
tools as a luxury, and assume their traditional backups are good enough for 
their needs.
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In a world where 24/7/365 performance is the new baseline, however, old-
school backups and long recovery windows often fall short. Almost all 
business is conducted online these days. Employees complete projects, 
collaborate with colleagues and supervise others through a variety of apps. 
Even when customers decide to buy from a brick and mortar store, they often 
research their intended product online. Even an hour of downtime can create 
a perception of a company that either can’t afford world-class tools or isn’t 
sophisticated enough to know they need them—alienating users who will often 
turn to a more advanced and reliable competitor.

In short, the temporary loss of function that was acceptable ten years ago, 
can be a death knell to brands today. Unfortunately, the organizations that rest 
on their outdated BDR laurels tend to realize that only when it's too late—after 
a flood has taken down both their data center and their offsite backup server 
two miles away, or after they’re forced to pay off Ransomware demands when 
they can't failover to a workable replica of their environment in time. 

To put it simply: in our hyperspeed world, there is no acceptable downtime 
when it comes to the recovery of critical applications, data and systems. 

The solution, many teams are finding, is cloud-based BDR. With a variety 
of configurations and options to meet every team’s needs, these solutions 
offer the speed, flexibility, performance and cost savings needed to keep 
organizations competitive and users satisfied.

of IT leaders use cloud-based 

disaster recovery solutions.

opt for a hybrid on premise and 

cloud mode.

use DraaS only.

plan to increase their cloud-based 

disaster recovery.

75%
36%
39%
89%

Cloud 
Snapshot
What Your Competitors Are Using



DISCOVERING THE CLOUD DIFFERENCE
If your team has yet to join the cloud, your disaster recovery strategy may still be built around on-premises 
disks and tape. These BDR methods can pose several challenges, such as the need for ever-increasing data 
center space and backup appliances. Another issue: the vulnerability of offsite backup locations when a 
physical disaster hits, such as a hurricane. While many teams prefer to create an offsite data center within 
traveling distance for backup accessibility, this strategy can create an obvious problem when a major storm 
engulfs a region.

Probably the top issues with traditional backup and disaster recovery are the power expenditures 
associated with running multiple data centers and the long delays typical with retrieving physical backups. 
While relying on D2D may have seemed workable before the days of Big Data, the ever-increasing amount 
of data created by even a mid-sized organization has made the implementation of more and more data 
centers unsustainable. Organizations that want to expand their global footprint will find themselves fettered 
by the logistics in creating physical backups to match their long-distance expansion.

Finally, one of the simplest problems with traditional BDR is one of the most fatal: the burdensome nature 
of testing physical backups. When basic disaster recovery plans become one of the most tedious parts of a 
staff member’s job, they often become delayed and ignored—with the result that when backups are needed, 
they’re often unusable.

These problems aren’t new; they’ve plagued IT teams since the first organization decided to make a 
replicate of their digital assets. What is somewhat new is the advanced and secure IT experience many 
teams are discovering. By turning to the cloud as a cost-effective extension of their infrastructure, these 
organizations are solving their BDR struggles and freeing up more time and resources to advance programs 
in other areas.



Scalability 
Both IT and finance leaders love this 
about the cloud: you use (and pay for) only 
the resources you need.  Your team can 
expand workload volumes or reduce as 
necessary, allocating only the resources 
required and reallocating them when the 
demand goes subsides. This is a welcome 
change for anyone who’s had to pay for 
the massive amounts of unused storage 
and bandwidth required for anticipated 
growth and peak loads. Cloud elasticity 
and scalability just make more sense for 
applications with uneven usage, seasonal 
spikes and other fluctuations.

Reliability 
Even if a flood takes down your data 
center while an earthquake cracks open 
the road to your secondary site, you can 
breathe easy—because you’ll still have a 
complete replica in the cloud to rely on. 
Use a solution that offers automated 
testing and your backups will become even 
more accurate and reliable, unlike physical 
backups that may not have been tested 
in months. And uptime isn’t just about 
preserving revenue—it’s about preserving 
customer faith and brand dignity. 

Time 
Hand BDR over to the cloud and you’ll 
see your most of your tedious manual 
maintenance, testing and upgrades 
vanish. You won’t have to allocate staff to 
managing multiple vendors or evaluating 
and purchasing hardware; instead you 
can choose an all-in-one cloud solution 
that lets your IT team can focus on more 
interesting and profitable initiatives.

Flexibility 
Cloud BDR can adapt to your needs, 
instead of locking you into a rigid 
arrangement that forces you to adapt 
to a pre-existing structure. Hybrid cloud 
is especially flexible, allowing teams 
to take advantage of cost savings 
and convenience while leveraging on-
premises D2D backups.

Here are just a few of the advantages cloud BDR can deliver.



More Sophisticated Technology  
Adopting a cloud solution often means 
teams can take advantage of the best, 
most state-of-the-art tools available—
courtesy of their provider. Not only can 
they benefit from technology they might 
not be able to afford themselves, but they 
can avoid expensive technology refreshes 
that will inevitably kick in five or more years 
down the line. Eliminating the incessant 
cycle of evaluating, purchasing, maintaining 
and upgrading technology, along with 
costly support contracts, can be an 
enormous boon.

Cost Efficiency 
Instead of paying for physical servers in 
data centers—costs which only increase 
along with your mounting data files—
putting disaster recovery in the cloud 
reduces your physical footprint and 
need for IT infrastructure. Yes, you’ll 
buy more cloud storage but that still 
represents a cost savings over buying 
more and more servers. By shifting your 
IT spend from bigger capital purchases 
to lower operating expenses, you’ll save 
significant budget. That’s a big plus for 
small or medium businesses who wouldn’t 
otherwise have the resources for complex 
high availability solutions.

Business Expansion 
Globalization sounds so easy until you 
realize the datacenters that need to be built 
around the world. Cloud-based backup 
and disaster recovery liberate you to put 
your plans for an Asian expansion into 
play; there’s no need to create far-off data 
centers, or pay for your staff to visit them, 
when your backups are in the cloud. You 
won’t even leave your desk to deal with that 
failed server in Hong Kong.

$$ $

Recovery within minutes

Security through encryption

Reduced onsite hardware 
and administrative overhead

No more data redundancies

Small carbon footprint

Virtual clones available for 
any global location

Efficient storage helps long 
term data retention

Cloud Advantage  
Role Call
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DISASTER RECOVERY IN THE CLOUD: 
UNDERSTANDING YOUR OPTIONS
Not all clouds are created equal. Before you embark on a solution described to you 
as "Cloud-based BDR," you'll want to know some details about the terms you’ll hear.

The public cloud means multi-tenancy—usually of the massive kind. Ideally the 
cloud provider protects your data by ensuing each cloud tenant stays isolated from 
each other. Many organizations use this option for archived information out here, 
including backup data, rather than active applications that are constantly changing. 

If there’s one concern that arises with public cloud solutions, it’s security. Ask 
any potential providers for specific details regarding their security controls; also 
ask about the identity of your cloud neighbors. If you're sharing your cloud with a 
gambling site that's a frequent target for attacks, how will that impact you? We also 
recommending asking for proof of any performance claims.

http://www.quorum.com
mailto:learnmore%40quorum.net?subject=


©2017 Quorum, Inc. All Rights Reserved. | www.quorum.com  |  learnmore@quorum.net | 877-997-8678 8

Private cloud is sometimes referred to as internal cloud. This simply means that 
it's hosted on a dedicated or proprietary infrastructure. The benefits here are that 
you can often count on more reliable performance and stronger security, while 
still enjoying the same agility and scalability of the public cloud. You’ll also be 
able to customize the components to suit your needs.  

Hybrid cloud is probably the hottest buzzword in the cloud universe, and for 
good reason. This is the "choose your own adventure" story of cloud solutions, 
where you can decide on the arrangement that best suits your needs. For 
instance, you can enjoy both cloud storage and an on-site appliance, perhaps 
using a cloud-connected appliance that offers a local backup and a second 
replica in the cloud. You may decide to maintain dual copies of your most critical 
data, and keep less important assets only in the cloud. 

Many teams like hybrid cloud because of the in-house control it offers; they can 
easily move assets between private and public clouds, backup their data into the 
cloud and then restore it to their on-premises hardware, or restore it to their VMs 
in the cloud.  

Disaster Recovery as a Service (DRaaS) helps you ensure both local high 
availability and remote DR while lessening the burden on your staff. Instead your 
service provider will manage a virtualized replica of your physical environment, 
handling backups, testing and other administrative tasks. You can end the vast 
time and resources needed to staff and fund backup data centers and direct your 
team to focus on more interesting programs that advance the business. The trick 
here: you'll want to pay considerable attention to your service level agreement 
(SLA) to ensure you're getting the right service package at the right price.

of top IT leaders rank the speed 
of their backup and recovery as 
important to their business success.

rank it as very critical.

98% 

72% 
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PLANNING YOUR CLOUD BDR STRATEGY
At some point you will make a conscious decision between cloud-based BDR and traditional DR strategies. It should be a 
debate centered around your unique business needs, applications and initiatives. Another organization's BDR strategy can't 
serve as your roadmap. Instead you'll need to think about the following factors as they relate to your team.

How are they currently backed up? What are your team’s biggest challenges with 
those backups?

What are your most important applications, 
services and data?

Looking ahead in the next 5-10 years, what are your plans for technology refreshes? 

What are your plans for growth and expansion?

This is one time you may want to look at what your competitors are doing; if they're 
investing in BDR tools that deliver continuous uptime, you can't afford to be the 
brand with the long outages.

What amount of downtime is acceptable 
before the business impact is "too severe?"

That includes understanding how to encrypt backups, maintain data centers and manage 
the protection of your increasing amounts of data.

Do you have the right staff in place to expertly 
manage on-premises disaster recovery?

http://www.quorum.com
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When evaluating a potential provider, you’ll want to 
drill down into their specific offerings. Not all cloud 
BDR solutions will meet your needs—so be sure you 
select the most advanced options.

ASK ABOUT:
Speed. How quickly can you spin up an accurate clone of 
your environment? Will it take minutes or hours? Does that 
recovery include all of your important apps and data or  
just some?

Performance. If you do failover to a backup, how fast 
and smooth is its performance? Can you meet peak 
requirements for IOPS and response time? Do you have 
sufficient bandwidth and network capacity?

Security. Are your backups encrypted? Does that 
encryption cover both data in transit and data at rest? How 
are users authenticated?

Advanced Technology. Is there automated backup testing? 
Does the deduplication reduce storage and network 
bandwidth requirements? Does the solution allow you to do 
production testing in an isolated sandbox environment?

Compliance. Does the solution satisfy compliance 
standards for organizations like PCI or HIPAA or Sarbanes-
Oxley? Will it make compliance audit preparation easier or 
more of a headache?

Ease of Use. How difficult is it to enroll applications or 
install and configure the solution? How many staff hours 
will be required to run the solution? Can you failover with 
just a click or is the recovery process more elaborate
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SECURITY AND CONTINUITY  
IN THE CLOUD
Even the best cloud solution in the world will need to be built on a solid 
disaster recovery foundation. Along with exploring your new advantages 
of BDR in the cloud, you’ll still need to create a solid incident response 
plan, test it and continually evaluate your processes around backup and 
disaster recovery. By partnering a strong backup and disaster recovery 
program with the best solution possible, you’ll not only keep your assets 
safe but help your team stay at the top of your game.

1-Click Instant Recovery
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