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Backup and Disaster Recovery in 2018 
Trends and Threats

1-Click Instant Recovery
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In the digital business age, data is our lifeline—and its increasing 
volume and relevance are changing the face of backup and disaster 
recovery. As organizational resilience becomes more critical, IT 
leaders’ BDR strategies are shifting from data protection and 
availability to a cultural transformation in data management. 
These leaders are re-evaluating BDR priorities in terms of evolving 
technologies, user expectations and security architecture. 

While BDR solutions have advanced in speed, efficiency and 
performance in recent years, not all teams have taken advantage 
of those benefits—or sharpened their strategies to reflect today’s 
storage and recovery needs. Yet several factors will push these 
teams into action in 2018, forcing them to adopt new solutions and 
new priorities or face heightened risk and a weakened brand. Here 
are the priorities and trends we see for BDR in 2018.
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BDR

BDR GETS A BIGGER SEAT AT THE 
IT STRATEGY TABLE.
There was a time when the C suite didn’t consider a BDR plan worthy of much 
attention or investment. But today smart leaders, their lines of business and their 
Boards of Directors are realizing that data security and the reputational impact of 
uptime are the beating heart of BDR—and those strategies are becoming a vital 
focus from the top down.
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Small-to-medium business vulnerability. While the digital age has leveled the playing 
field in some respects for smaller businesses, those teams must offer the same 
resiliency and flawless uptime of an enterprise competitor if they want to attract 
customers. Legacy BDR can’t offer the fast recovery, data encryption, automation 
and other features required behind the scenes to present the reliable and convenient 
environment users expect. 

Peak vendor chaos. Many organizations have reached a point where their tech stack of 
point solutions is about to topple over. Leaders have noticed that using multiple recovery 
vendors has often delayed recovery and even led to data loss, where upgrading to a 
unified solution can mean greater data protection and often greater savings.

Resource constraints. Despite rising cyberattacks and the expectations for 24/7 uptime, 
teams are finding their budgets and staffing numbers static—which means they’re forced 
to do more with less. At the same time, CEOs are asking their IT teams to focus on the 
business mission, not menial BDR tasks. Teams no longer have the time and resources 
to pour into troubleshooting, testing and calling support lines. More than ever, leaders 
are looking for ways to automate or outsource as many BDR and security processes as 
possible to keep their in-house talent focused on business-critical initiatives.

Staff demoralization. Given the discouraging impact of repeated outages, leaders have 
come to recognize advanced BDR as a retention strategy for their top talent. Skilled 
employees will not stay with organizations that force them to spend overtime on menial 
tasks or dedicate their weekends to cleaning up recurring failures. Given the skills gap 
in the marketplace, leaders are eager to keep their staff connected and committed by 
assigning them meaningful IT work—something that is often blocked by the challenges 
of legacy BDR systems.

Because some organizations continue to dismiss the need for modern solutions 
until they experience a major outage, some IT professionals will need to sell the 
urgency of an upgraded system to their CIO and beyond. These BDR professionals 
will need to make the business case built on several factors, including:

http://www.quorum.com
mailto:learnmore%40quorum.com?subject=


5anymid121017a | ©2017 Quorum, Inc. All Rights Reserved. | www.quorum.com | learnmore@quorum.com | 877-997-8678

24/7 UPTIME BECOMES THE TOP 
BUSINESS DRIVER.
Just as we once expected to hear a dial tone as soon as we picked up a 
landline phone, today’s users expect uptime all the time, no matter what. Instant 
recovery is a must. In a world where an hour of downtime can permanently 
alienate customer trust, teams need a BDR solution that can resurrect multiple 
applications and assets almost immediately. 

Yet many organizations are still straddling an uncomfortable reality: their 
customers expect incessant uptime and email access, but the IT department has 
limited servers and limited staff, which means a typical outage will last for hours. 
Until now, these leaders have settled for lower Recovery Time Objectives (RTOs) 
and Recovery Point Objectives (RPOs) because it was all they could deliver with a 
legacy infrastructure that wasn’t designed to meet today’s demands.

These delays are no longer an option. While it used to be that only big enterprises 
could achieve RTOs of under an hour, instant resiliency is now achievable and 
mandatory for any organization—of any size—that wants to retain the respect and 
engagement of its users. 

One driving factor is the stronger role social media and reputational damage 
have played in motivating people to adopt modern BDR. Even 5 years ago, 
cybersecurity fears and downtime headaches were restricted to IT department 
dialogues; now they’re part of our national public conversation. A skittish public 
demands uptime but is also angry at the parade of data breach stories, making it 
more important than ever for organizations to control disruptions and present a 
trustworthy brand image through 24/7 uptime.
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DISASTER RECOVERY MOVES TO  
THE CLOUD.
The demand for flawless uptime will drive more organizations with on-premises 
workloads to the cloud. Because many cloud solutions offer budget-friendly elasticity 
and pay-as-you-go pricing models, these leaders will be able to hit almost-instant 
RTOs and RPOs that would otherwise be unrealistic or out of their budget. They can 
also benefit from the provider’s ability to handle support, upgrades and maintenance 
and deliver built-in compliance and stronger storage, server compute and monitoring 
capabilities than they could on their own.

Because instant recovery has to extend to physical, virtual and IaaS platforms, teams 
will be looking for flexible options like hybrid cloud models so they can protect and 
recover their data no matter where it is. DRaaS will become an appealing option for 
teams looking for a provider to handle recovery while their local infrastructure catches 
up. Another option that will rise in popularity: BDR solutions that send data direct to 
cloud instead of investing in expanding rack space, something that’s becoming more 
common as internet bandwidth becomes more reasonably priced.

Two other motivations to move to the cloud include its scalability and cost savings. 
In recent years, teams have seen their data explode but their disaster recovery sites 
haven’t caught up. Running out of storage and capacity, they are forced to choose 
between paying for more rack space or leaving some assets unprotected. These 
teams will take advantage of solutions that let them expand their storage or compute 
as needed, without overpaying for resources. By moving away from on-premises BDR, 
these teams can also sidestep paying for expanding data center power and cooling 
costs, as well as paying for ongoing hardware and software maintenance.
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YET TEAMS WILL NEED TO ADDRESS 
GAPS IN THEIR CLOUD JOURNEY.
At the same time, teams will need to be more strategic than impulsive about their move 
to the cloud. The rip and replace methodology popular with many teams simply won’t 
work with applications that will not fit into the cloud. We’ll see a more methodological 
approach as teams slow down and decide which apps need to be upgraded and which 
workflows need to be changed.

Leaders will also need to take a closer look at the risks and parameters involved in 
adopting the cloud. Data ownership can be a sensitive issue for data stored in the cloud, 
as it is influenced by national laws, vendor and other factors. Teams doing a forklift 
upgrade on their own, for instance, retain control of their data; when dealing with a cloud 
vendor, they’re now beholden to the vendor’s bandwidth or the terms of their SLA. This 
will be an ongoing challenge in 2018 for many leaders, who like the idea of less data 
management while still wanting data control. 

Another consideration for teams looking at the cloud is finding an agnostic BDR solution. 
We’ll see a large number of apps and services move to a cloud model in the next five 
years, with businesses relying more on micro-services that can be picked up and placed 
anywhere to serve their function. To protect the organization’s current and future assets, 
recovery and resiliency must be agnostic so solutions can adapt as the environment 
continues to change.

We’ll also see some organizations remove data from the cloud or redesign their 
infrastructures due to privacy regulations and the EU General Data Protection Regulation 
(GDPR), which will impact the way all organizations approach data privacy. Teams that 
have been sending data through the cloud for years will need to reassess their workflows 
in terms of meeting global data protection regulations, and will likely change some of the 
ways they manage and protect their data.
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BDR AND SECURITY FORM A 
STRONGER PARTNERSHIP.
The cybersecurity spotlight was once trained firmly on protection and 
prevention. These days that spotlight has expanded to include detection, 
response and recovery. Leaders are recognizing the mistake of spending all their 
budget on prevention, as there’s no way to stop every threat or prevent every 
security incident. 

The complexity of cybercrime has made it clear: it’s impossible to stop 
every employee from clicking on a bad link or falling for a phishing scam and 
impossible to guarantee the security of every digital partner. And with the size of 
today’s networks and applications, it’s impossible to perfectly secure every asset 
against every attack.

That’s why the war on cybercrime is moving to the BDR homefront. Leaders 
know that criminals may get the keys to the castle at some point and they’ll 
need to step up security in the form of protected backups, stronger data integrity 
and faster recovery. This is becoming so critical that some enterprise and 
government leaders are beginning to ask for disaster recovery proof of concept 
on sensitive projects. Organizations that can’t demonstrate their ability to hit a 
defined RTO will find themselves at a competitive disadvantage.

With the cloud introducing a new world of exploits, many teams will seek the 
help of security and BDR experts in benefitting from cloud agility while fending 
off attacks. Enterprise BDR teams will need to reevaluate their existing security 
strategies through cross-team collaboration, which can help them correctly 
prioritize workloads and understand dependencies in an intelligent DR plan.

In terms of specific attacks, Ransomware will push more medium-sized 
businesses to adopt advanced BDR solutions. Given the recent success of 
Ransomware exploits, many criminals have invested their earnings into even 
more clever and creative ransomware attacks in 2018. Medium-sized companies 
are becoming a more attractive and frequent target as criminals know they often 
lack enterprise security resources. Where these leaders once assumed they 
could get by with legacy solutions, the industry now recognizes Ransomware 
as something akin to a car accident—an incident that can cost organizations 
millions without the insurance that is a modern BDR solution.
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JOINING THE BDR REVOLUTION
Backup and disaster recovery is no longer the afterthought of an IT department, 
but a bellwether that predicts an organization’s preparedness for the future. 
Teams that remain mired in the slow recovery and insecure data of yesterday’s 
legacy systems will find the entire organization paying the price. Leaders that 
recognize today’s trends and adapt to emerging cloud technologies and the 
demands for constant uptime will be the best positioned for a successful 
tomorrow. By strengthening their BDR position, these leaders can elevate all IT 
performance and play a stronger role in the organization’s success.


