
Final Exam:  
How Prepared for  
Disaster Are You?



If you’ve lived through an epic IT disaster, there was probably one element that made 
all the difference: a good incident response plan. 

Organizations that develop detailed plans on how they’ll recover from breaches, 
natural disasters and other calamities are usually the ones that control the damage 
the fastest and most effectively. Organizations that don’t? They tend to spend 
panicked hours figuring out how to recover and who to call while the losses keep 
mounting. And if they survive, often their first act—after a massive and expensive 
cleanup—is to create a plan for the next time.

However, creating a plan is only half the battle. You’ll never know how good your 
business continuity and disaster recovery plan is until you test it. Even a thorough 
review can overlook missing elements, contradictions, security gaps or outdated 
documentation. And it only takes one broken link to render an otherwise strong  
plan useless.

With that in mind, here is a basic tabletop run-through to identify the degree of your 
disaster preparedness. While it covers general disasters, you can really drill down by 
running through different crises each time, such as a fire, earthquake, a major server 
failure, a Ransomware attack or security breach.

And remember, the point isn’t to “pass” the test—the point is to fail, so you can 
identify the gaps, systems and processes that would otherwise sink you in the 
face of true disaster. Correct those now and you’ll prevent the damage that would 
otherwise occur when disaster comes knocking. 

Organizations that develop detailed plans on 
how they’ll recover from breaches, natural 
disasters and other calamities are usually the 
ones that control the damage the fastest and 
most effectively.



Ready?
Disaster has struck. Your datacenter is down. Customer 
sales and employee productivity is at a standstill. How 
quickly can you get back up?

Do your team members know their responsibilities? Would they be able to jump into 
action right away, or would they need to have a meeting? Do you have a clear call 
chain involving the right senior leaders, HR, PR and legal counsel?

Assess impact. What’s the financial and reputational cost of downtime? What is your 
Recovery Time Objective (RTO)?

a. Are employees, partners or vendors involved?
b. How many sales are being lost? Is the impacted system customer-facing or 

internal only?
c. How many services are disrupted?
d. How many digital assets are influenced? How much company data is at stake?



How quickly can you failover to a replica of your environment? Will it take minutes or 
hours? Is your backup solution a single server located in a remote datacenter where 
you ship file and database backups? Or do you have an advanced disaster recovery 
solution where you can failover in an instant, so your customers are never the wiser?

How safe are your backups? Are they encrypted? Stored offsite? If your physical 
offsite solution is unreachable due to a flood or storm, do you have a virtual  
replica available?

How current are your backups? Are they automatically tested? Or has the expense  
and bother of manual testing created a collection of backups that are neither current 
nor useful?



Are you offering full data and environment replication, with all features available? What 
kind of speed and performance can your replica environment offer? Can your cloud 
solution automatically scale resources on demand to grab additional resources as 
needed? What kind of user experience are you offering?

Is your backup and recovery solution capturing all of the ongoing data and 
transactions while in recovery mode? When you fail back over to production, will you 
lose anything—or will you be ready to keep on rolling with full recovery of all data?



There are many elements when it comes to mounting a thorough disaster recovery 
plan. Your RTO will play a large role in the evaluation of how prepared you are. If a 
non-critical internal app goes down, hours of downtime may not be a deal-breaker. But 
if the system affected is customer-facing and you need a full restoration of services 
and resources, you need immediate recovery in today’s market – no questions asked. 
Anything else will deal a heavy, possibly fatal, blow to your brand.

Ultimately, disaster preparedness is more than about keeping your systems running. 
By keeping the lights on, the transactions flowing, and your assets protected, you’re 
signaling to all of your stakeholders that your organization is the one to trust. From 
employee morale to customer faith, a good backup and disaster recovery solution will 
keep you on top no matter what breach or hurricane is waiting for you – and with the 
advanced BDR solutions available today, there’s no reason to settle for anything less.

Notes
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